Chapter 1

Communicating SequentialProcesses
and Deadlock

Intr oduction

This chaptelis concernedvith laying the mathematicafoundationgor the thesis.In

orderto constructigorousdesignrulesfor programdesign we must®rstde®nea pro-
grammingenvironmentThis chaptelintroduceghe CSPlanguagef C. A. R. Hoare,
which standsor CommunicatindgsequentiaProcessegHoare1985. It is a notation
for describingoattern®of communicatiorby algebraiexpressionsThesanaybeman-
ipulatedandtransformedccordingo variouslawsin orderto establishmportantprop-
ertiesof the systembeingdescribed.

BehindCSPliesamathematicatheoryof failuresanddivelgencesHereaprocess
is de®nedn termsof abstracsetsrepresentingircumstanceanderwhichit mightbe
observedo go wrong. The modelsuppliesa precisemathematicameaningto CSP
processesndis consistentvith thealgebraidawswhich governthem.

The standardperationamodelof CSPis alsodescribed Hereprocessearerep-
resentedy transitionsystemswhich illustratetheirinnermachinery Thereis a close
relationshipetweertheoperationamodelof CSPandtheFailures-Divegencesnodel
which meanghatthe former may be usedto provepropertieof a systemphrasedn
termsof thelatter

Followingthis, theconcepbf deadlockis formalisedandwe introducetechniques
for deadloclkanalysisdevelopedy S.D.BrookesA.W.RoscoendN.Dathi. Theprob-
lem of livelock is alsoconsidered.

CSPis notaprogrammindanguagestrictly speakingit is amathematicahotation.
Howeverthereareanumberf concurrenprogrammindanguagebasedn CSR such
asoccam andAda,sotheoreticalesultsderivedusingthismodelareapplicableoreal
programming.
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1.1 The CSPLanguage

Thebasicsyntaxof CSPis describedy the following grammar

Process STOP
SKIP
event Process
Process Process
Process alph alph Process
Process Process
Process Process
Process Process
Process event

Process

name

name Process

Hereeventrangesovera universalsetof events, , alph rangesoversubsetof
rangesoverasetof functionnamesandnamerangesovera setof processiames.

A procesdescribeghe behaviourof an objectin termsof the eventsin which it
mayengage.Thesimplesiproces®f all is STOP. Thisis theprocesshichrepresents
adeadlockeabject.It neverengage# anyevent.Anotherprimitive processs SKIP
which doesnothingbut terminatesuccessfullyjt only performsthe specialevent
whichrepresentsuccessfulermination.

An eventmaybecombinedwvith aprocessisingthepre®xoperatorwritten . The
procesang UNIVERSHlescribesnobjectwhich®rstengages eventbangthen
behavesccordingo processJNIVERSEIf wewantto givethisnewprocesshename
CREATION we write thisasanequation

CREATION bang UNIVERSE

Processemaybe de®nedn termsof themselvesisingthe principle of recursion.
Considera procesdo describeheticking of aneverlastingclock.

CLOCK tick CLOCK

CLOCK:is aprocesswhich performseventtick andthenstartsagain.(Thisis asome-
what abstractde®nition. No informationis given asto the durationor frequencyof
ticks. We aresimply told thatthe clock will keepon ticking.)
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In analgebraicsenseCLOCKhasbeende®nedsthesolutionto anequatiorof the
form

It is notalwaysthe casein mathematicshatsuchequationiavesolutions(e.g.there

is norealsolutionto ). Fortunatelytheunderlyingmathematicatheory
of CSPguaranteethatsolutionsexistto all suchequationsThereasorfor thiswill be
explainedater Thesolutionto IS written

where isadummyproceswyariable.Usingthis notationwe couldwrite CLOCKas

tick

Therecursivenotationis commonlyextendedo a setof simultaneougquations
whereanumberof processearede®nedh termsof eachother Thisis knownasmutual
recursionseverakexamplef whichwill befoundin laterchapters.

Therearea numberof CSPoperationsvhich combinetwo processe#o producea
newone. The®rstof thesethatwe shallconsidelis sequentiatompaosition.

UNIVERSE EXFAND CONTRACT

is theprocesavhich ®rstbehavedike EXPAND, butwhenEXPAND is readyto termi-
nateit continuesby behavingike CONTRACTHoweverit mayalsobe possiblethat
EXFAND will neverterminate.

It israthermorecomplicatedo composdwo processem parallelthanin sequence.
It is necessaryo specifya setof eventsfor eachprocessknownasits alphabet The
processlenoted

FRONT
PANTOHORSE forward,backwad,nod forward,backwad,wag
BACK

representtheparallelcompositiorof two processes=RONTwith alphabet forward,
backwad,nod andBACKwith alphabet forward,backwad,wag . Hereeachprocess
behavesccordingto its own de®nition but with the constrainthateventswhich are
in the alphabetof both FRONTandBACK i.e. forward andbackwad, requiretheir
simultaneougparticipation.Howevertheymayprogressndependentlpnthoseevents
belongingsolelyto theirownalphabetlf asituationwereto arisewhereFRONTcould
only performeventforward andBACKcouldonly performeventbackwad thendead-
lock would haveoccurred.

Parallelcompositiormaybeextendedo threeor moreprocessesgivenasequence
of processes with correspondinglphabets wewrite their
parallelcompositionas

PAR
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Notethatit is implicitly assumedhattheterminationevent requireshejoint partic-

ipationof eachprocess , whetheror notit is includedin their processlphabets.
An alternativeform of parallelcompositionis interleaving wherethereis nocom-

municationbetweerthecomponenprocessedn the parallelcombination

BRAIN  MOUTH

thetwo processeBRAINandMOUTH, progressndependentlyf eachotherandno
cooperations requiredon any event,exceptfor , theterminationevent. Any other
actionswhich arepossiblefor bothprocessewill only beperformedoy oneprocessat
atime. Interleavingis acommutativeandassociative@peratiorandsowe mayextend
thenotationto variousindexedforms,suchas

A usefulfeatureof CSPis theability to describenondeterministibehaviourwhich
is wherea processnayoperatan anunpredictablenanner Theprocess

BUFFER TWOPLACE THREEPLACE

maybehaveeitherlike procesSTWOPLACEor like processSTHREEPLACEDbutthere
is noway of telling whichin advanceThepurposeof the operatoiis to specifycon-
currentsystemsn anabstractmanner At thedesignstagethereis noreasorto provide
anymoredetailthanis necessargnd,wherepossiblejmplementatiomecisionshould
be deferreduntil latet

This operationis knownasinternal choice CSPalsocontainsanexternalchoice
operator which enableghe future behaviourof a procesgo be controlledby other
processerunningalongsideit in parallel,which, collectively we call its envionment

Theprocess

MW DEFROST COOK

maybehavdike DEFROSTor like COOK Its behavioumaybecontrolledby its envi-

ronmenfprovidedthatthiscontrolis exercisednthevery®rstevent.If aninitial event

buttonlis offeredby DEFROSTthatis notaninitial eventof COOK thentheenviron-

mentmaycoerceMWinto behavindike DEFROSTby performingbuttonlasitsinitial

event.lf, howevertheenvironmentvereto offer aninitial eventthatis allowedby both

DEFROSTandCOOKthenthechoicebetweerthemwould be nondeterministic.
Both the choiceoperatorsnaybeextendedo indexedforms. We write

to representhe behaviourof anobjectwhich offersanyeventof aset toits environ-
ment.Oncesomeinitial event hasbeenperformedhefuturebehaviounf theobject
is describedby theprocess . Howevertheprocess
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(where for technicakeasons, mustbe®nite)offersexactlyoneevent from toits
environmentthe choicebeingnon-deterministic.

Sometimedt is usefulto beableto restrictthede®nitiorof a procesgo asubsebf
relevanteventghatit performs.Thisis doneusingthehidingoperatol ). Theprocess

CREATION bang

behavedike CREATION, excepthateachoccurrencef eventbangis concealedNote
thatit is not permittedto hideevent

Concealmeninay introducenondeterminisninto deterministigprocesseslt may
alsointroducethephenomenonf diveigence Thisisadrasticsituationwhereaprocess
performsanendlesseriesof hiddenactions.Consideyfor instancethe process

CLOCK tick

whichis clearlya divergentprocess.
It is conventionato extendthe notationto , Where is a®nitesetof events.
Finally let usbrie y considerprocesgelabelling. Let be analphabettransfor
mationfunction , Which satis®ethe propertythatonly ®nitelymanyevents
maybemappedntoasingleevent. Thentheprocess canperformtheevent
whenever canperformevent . As anexampleconsiderafunctionnewwhichmaps
tick to tock Thenwe have

newCLOCK tock newCLOCK

SomeamportantalgebraidawswhichgovernCSPprocessearegivenin ®gured..1
andl.2,whichvaryin complexity Theyaretakenfrom[Hoare1985],[Brookes1983],
and[BrookesandRosco€el9854. (In somecaseshesyntaxhasbeenmodi®edo con-
formto theversionof CSPdescribedbove.)Notethatthisis notacompletdist. The
following exampléllustratesthe useof theseaws.

Consideraprocesdso describea vendingmachinewhich sellsteafor apriceof one
coinandcoffeefor two coins.

VM coin tea VM coin coffee VM

After insertinga coin, a customeicancontrolthefuture behavioumf the machineby
eitherinsertinganothercoin, or takinga cupof tea.

We now de®nea processwhich describes particularcustomemwho lovesteaand

is preparedo payfor it. Coffeehewill tolerate putonlyif it is providedfreeof chage.

TD coin tea TD coffee TD
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Tollustratetheuseof algebraidawsto simplify CSPprocessle®nitionsgonsider
what happensvhentheteadrinkertriesto usethe vendingmachine.Both processes
havealphabet coin,coffee,tea

SYSTEM VM coin,coffeega  coin,coffee,t&  TD

coin tea VM coin coffee VM
coin,coffee,t8  coin,coffee,t@
coin tea TD coffee TD

tea VM coin coffee VM

coin coin,coffee,i@  coin,coffee,t®

tea TD
usinglaw 1.22with coin coin,coffee coin
coin tea VM coin,coffee,l@ coin,coffee,®@ TD
usinglaw 1.22with tea,coin tea tea

coin tea SYSTEM

The systemhasbeenreducedo a very simplesequentiale®nition. We seethat
althoughno coffeewill beconsumeadn this situation,the systemwill neverdeadlock.

Theaccounbf theCSPlanguageivenhereis incomplete Only thecorelanguage
hasbeenconsideredvith certain' advancedbperator®mitted. Thelanguagelescribed
correspond$o themodernversionof CSR asgivenin [Formal Systemsl993],which
differsslightly from thelanguagepresentedh Hoares book[Hoare1989.
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Figurel.l: Lawsof CSPI
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Figurel.2: Lawsof CSPII
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1.2 The Failures-Divergence$lodel

In theprecedingsectiontheconcepbf communicatingrocessewasintroducednfor-
mally andthecorrespondinglgebraidawswerestatedvithoutmathematicgusti®ca-
tion. In this sectiona precisesemanticde®nitiorof CSPprocessess givenfrom which
the laws canbe deduced.This is known asthe Failures-Divegencesnodel. Herea
procesds de®nedn termsof importantobservablgropertiest traces failuresand
divergences

A traceof aprocess isany®nitesequencef eventghatit mayinitially perform.
Forinstance

coffee,coffee,ciefe  coin,tea traces

Thefollowing usefuloperationsarede®newn traces

Catenation:
Restriction: , trace restrictedo elementof set
Example:
Replication: trace repeated times.
Example:
Count: numberof occurrencesf event in trace
Example:

Length: thelengthof trace .

Example:
Merging: mege the setof all possibleinterleavingof trace with trace

Example: mege

A complicationto traceinterleavingis thatthe  eventrequiresthe joint par
ticipation of both traces. This meansthat a tracewhich contains cannotbe
interleavedvith onethatdoesnot.

Examples: mege

mege
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Thefailuresof aprocesslescribehecircumstancesndemwhichit mightdeadlock.
Eachfailure of aprocess consistsof a pair where isatraceof and is
asetof eventswvhichif offeredto by its environmengfterit hasperformedrace
might be completelyrefused.Forinstance

coin,tea,coin,teagin,coin  tea,coin failures VM

This describes situationwherethe vendingmachineVM hasdispensedwo cupsof
teaandthenacceptedwo coins. At this pointthe machines willing only to dispense
coffee. If auserarriveswho wantstea,andis only preparedo takea cup of teaor to
insertanothercointhendeadlockwill ensue.

Theconcepbf failuresis commonlyusedto write speci®cationfor thebehaviour
of CSPprocessesConsiderthefollowing speci®cation.

failures in out out

This statesghatwhenevemprocess hasperformedthe eventin moreoften thanthe
eventoutit mustguarante@otto refuseeventout. This mightform partof theoverall
speci®catiofor a buffer.

Thedivergence®f aprocessarealist of thetracesafterwhichit mightdiverge,e.qg.

divegencesCLOCK tick

Thereareseveralfurtheraspect®of notationthatareneededn orderto de®nehe
modelwhich areasfollows. The PowerSetof aset , written , consistsof all
subset®f . TheFinite PowerSetof , written , consistf all ®nitesubsetof

. Thesetof all ®nitesequence@ncluding ) thatmaybe formedfrom elementof
is written

TheFailures-Divegencesnodelis basednauniversaketof events . EachCSP
processs uniquelyde®nedy a pair of sets , correspondingo its failuresand
divegencessuchthat

Thereare sevenaxiomsthat sucha pair of setsmustsatisfyin orderto qualify asa
process(Notethatthereareseveralversionf thesan existencen theliterature.This
versioncomesfrom [BrookesandRosco€el9854.)

(1)
(2)
®3)
(4)
()
(6)
(7)
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Puttingthe®rstfour axiomsinto wordstells usthateveryprocesstartsoff with an
emptytrace(axioml). In orderto performtrace , it mustbeableto performanypre®x
of (axiom2). A subsebf arefusalsetis alsoarefusalset(axiom3). If the process
canrefusetheeventan , andcannotperformanyof theeventan asits nextstep,
thenit may alsorefuse (axiom4). Theseareall basicintuitive propertiesof
processes.

Axiom 5 stateghatasetmayberefusedf all its ®nitesubsetsnayberefused.This
isto allow for thepossibilityof beinganin®nitesetwithoutcomplicatingthetheory

Axioms 6 and7 statethatonceaprocesgslivergesit maysubsequentlperformany
traceimaginableandwill behaven atotally nondeterministienanner Thisis arather
harshtreatmenbf thephenomenoof divegence.lf we putour CLOCKIn avacuunto
hideits ticking we would notexpectsuchdramaticbehaviour It is, howeveraconve-
nientmeandgo makethetheorywork betterbasedntheassumptiothatthepossibility
of divergenceis catastrophig¢see[Roscoel 994)).

Thereis a naturalpartial order (seeappendixA) on the setof all processegiven
by

The interpretationof this is that process is worsethan  if it candeadlockor
divegewhenever can.Thisorderingsin factacompletgartial order. Thebottom,
or worst,element representshe processwvhich alwaysdivemges,correspondindgo
thedecisionto treatthis form of behaviouastheleastdesirablelt is achaoticprocess
which cando absolutelyanythingin a totally unpredictablenanner It is de®neds
follows.

failures
divergences

Thefailuresanddivergencef the fundamentalCSPtermsarede®nedn ®gures
1.3and1.4. (Thesearethe sameasin [BrookesandRosco€l9854, exceptthatthe
de®nition®f parallelcompositiorandinterleavingaremodi®edo re ect thefactthat
in themodernversionof CSPtheseoperatorsmplicitly requirethecooperatiorof both
processem performingthe event.)Thiscoversall closednon-recursiveESPterms.

All of the CSPoperatorssanbe shownto be well-de®nedin otherwords,if you
applyanyof themto existingCSPprocessegheresultingobjectwill itself beaprocess:
its failuresanddivergenceobeyingtheseveraxiomsof themodel. Theyarealsocon-
tinuous with respecto . Thisis importantbecausét meanghatanyrecursiveCSP
equationof the form hasa solution,by Tarski's ®xedpointtheorem(see
appendixA). Theleastsolutionis givenby
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This meanghatif youwantto ®ndthe solutionto you startatthe bottom
andrepeatedlyapplythe function toit. ForinstanceCLOCKIis thelimit of the
series

tick tick  tick tick tick  tick
Thefailuresanddivergenceof may be calculatedasfollows
divergences divelgences
N
failures failures
N

Thisis howwe de®néhe meaningof recursionn CSP

This approachmaybe extendedo mutualrecursionwherea numberof processes
arede®nedy a systemof simultaneougquationsThetrick hereistolet beavec-
tor of processessatisfyingan equationof theform . The solutionis then
de®nedistheleast®xedpointof in thesameway asbefore.

Whilst the fact thatrecursionis well-de®nedn CSPis crucialto the theory it is
really only of technicalinteresto adesignenf concurrensystemsBasicallyit allows
him to specifyprocessegecursivelyassuredn the knowledgethatit is a soundprac-
tice.

Thefailures-divegencs modelof CSPis usedfor formal reasoningaboutthe be-
haviourof concurrensystemsie®nedy CSPequationsThe partialorderingof non-
determinisms veryimportantto the stepwisee®nemendf concurrensystems Start-
ing from anabstrachon-deterministicle®nitiondetailsof componentsnay beinde-
pendently eshedoutwhilst preservingmportantpropertieof theoverallsystensuch
asfreedomfrom deadlock.Thiswill beexplainedn moredetaillatet
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Figurel.3: DenotationalSemanticgor CSPI
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Figurel.4: DenotationaSemanticgor CSPII
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1.3 Operational Semantics

Sofar we haveencounteredwo waysof looking at communicatingprocesses®rstly
asalgebraicexpressionandsecondlyin termsof abstracinathematicasetsbasedn
theirobservabldehaviour Thereis noobviousway of seeingrom eitherof theserep-
resentationsiow our processemight berealisedon a machine.We needa morecon-
creteapproach anoperationamodel. Theoperationatemanticef CSPisamapping
from CSPexpressiono statetransitionsystemsA statetransitionsystenms alabelled
digraphwhereeachvertexrepresents statein which the processnayrest. The out-
goingarcsfrom eachvertexrepresenthe eventsthatthe processs readyto perform
whenin the associatedtate. The destinationvertexof eachof thesearcsrepresents
thenewstatethatthe processattainsby performingthe associate@vent. Thereis one
particularvertexthatis markedastheinitial stateof the processA specialevent is
usedto representoncealeceventsor internaldecisions.Stateswhich haveoutgoing
-labelledarcsarecalledunstable Thosewhich do notarecalledstable

Transitionsystemdor certainprocessethatwe havepreviouslyencounterere
shownin ®gurel.5. Notethatrecursions representetiereby the presencef circuits
in thedigraphs.

Figurel.5: StateTransitionSystems

VM

T

coin=
T coffee (tea=VMO
coin= coffee= M

CLOCK tea

coin= tea= TD

O coffee= TD coffee coin

T tick tea

tea—= VMO

coin coin= coffees> VM

tick= CLOCK

tea= TD coin

coffee=> VM

Theoperationakemantice®f CSPis de®nedby asetof inferenceruleswhichde®ne
amappingfrom closedCSPtermsto transitionsystemsEachclauseconsistof a(pos-
sibly empty)setof assertions andaconclusion presentedh theform
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Considerfor exampletheruleswhich de®nesequentiacomposition.

The®rstclausestateghatif aprocess canperformacertainevent ,where canbe
anyeventexceptfor , andits subsequertehaviouris thendescribedy the process
, thenprocess canalsoperform andits subsequertiehaviouts describedy
. Thesecondlauseellsusthatif  canterminatestraightaway by performing
event ,then canperformaninternalevent andthenbehavdike
The full setof operationalulesfor the subsetof the CSPlanguagethat we are
usingis givenin ®guresl.6 and1.7. Theseclausesaretakenfrom [Roscoel9883
and[FormalSystemsl993. Theymay be usedto systematicallyconstructtransition
digraphsfrom systemsof CSPequationsasis doneby the re®@nementheckingpro-
gramFDR [Formal Systemsl993. As anexample)et usconsidethow thetransition
digraphfor proces3 D, ®gurel.5,is constructedFirstof all thede®ningCSPequation
is convertednto a syntaxtreeasfollows

‘coin tea TD coffee TD‘

lcoin tea TD|

coin coffee
tea

Thesyntaxtreeshowshowthede®ningCSPtermfor TD is composedrom operators
actingon sub-processefachframedprocessermrepresents potentialstateof TD
or astateof oneof its sub-processe¥Ve canexpandsomeof thesestraightawayusing
theoperationatule for eventpre®xing.

lcoin tea TD\COin\tea TD|

[tea TD|"®TD

We arenow readyto expandhe externalchoiceconstrucwhich givesus

lcoin tea TD coffee TD‘COin
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lcoin tea TD coffee TD‘COﬁ:e

Therule for recursiorenablesisto makethefollowing connection.

[TD] |coin tea TD coffee TD|

It maynotbeimmediatelyobvioushowthisfollows from therule for recursionwhich
is phrasedn termsof the operator Thereasorthatit doesfollow is thatwe areactu-
ally usingTD asanabbreviatiorfor

coin tea coffee

It is nowthe casehateverystatereachablédrom TD hasbeenexpandedandtogether
they constitutea state-transitiosystemfor TD, whichis

[TD] |coin tea TD coffee TD|
‘coin tea TD coffee TD‘COIn tea TD

lcoin tea TD coffee TD‘COﬁ:e
[tea TD|®3TD

(Notethatstatescoin  tea  TD andcoffee  TD arenotreachabldrom TD.)
This givesusthe ®nitestatemachineshownin ®gurel.5. It is importantto notethat
notall CSPexpressionkave®niteoperationatepresentationsSsomesimpleexamples
of in®nitestateprocessearegivenin [Roscoel994.

It is straightforwardto derive the failuresanddivemgencesof a procesdrom its
statetransitionsystem. Howevertheremay be many operationakepresentationef
a singleprocessjust astheremay be manyalgebraicrepresentationslt is shownin
[Roscoel9884 that the denotationakemanticof CSR i.e. the failures-divegences
model,andthe operationakemanticarecongruent This meanghatif isthemap-
ping from operationalsemanticgo failuresanddivergencesandop is the represen-
tationof a CSPoperationn the operationamodel,andopis therepresentationf the
sameCSPoperatiorin thedenotationamodelthenfor anyprocess intheoperational
modelwe have

op op

Thismeanghatthebehaviouiof aprocesgpredictedy its failuresanddivergences
will bethesameasthatwhichcanbeobservedf its operationatepresentationSowe
mayusetheoperationakemanticef CSPin orderto provepropertie®of procesbehav-
iour whicharephrasedn theFailures-Divegencesnodel. This featureturnsoutto be
particularlyusefulwhenthe operationarepresentationf a processs ®nitealthough
its failuresanddivergencesarein®nite asis usuallythe casen practice.More on this
in chapter3.
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Figurel.6: OperationaSemanticgor CSPI
Primitive processes:

SKIP STOP
Pre®x:

Externalchoice:

Internalchoice:

SequentiaComposition:
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Figurel.7: OperationaSemanticgor CSPII
ParallelComposition:

Interleaving:

Hiding:

AlphabetTransformation:

Recursion:
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1.4 LanguageExtensions

ThecoreCSPsyntaxdescribedboveis very abstractandlackscertainusefulfeatures
foundin conventionatequentiahndparallelprogrammindanguagesTheextensions
outlinedbelowareusefulfor writing moredetailedspeci®cations.

Sometimesve de®nerocessewith parameterssuchas

BUFF in out in out BUFF in out

Thisis a process-schemaatherthanan actualprocess.It de®nes CSPprocesdor
eachcombinatiorof parametevalues.CSPparametermaybeintegersyealnumbers,
eventssetsmatricesgetc.

A communications a specialtype of eventdescribedy apair , where isthe
nameof thechannebnwhichthe eventtakesplace,and isthevalueof themessage
thatis passed.

Thesetof messagesommunicablen channel is de®ned

type

Inputandoutputarede®nedsfollows. A processvhich®rstoutputs onchannel
, thenbehavedike is de®ned

Outputsmay involve expression®f parametersuchas . The
expressionsareevaluatedaccordingto theappropriatdaws.

A processwhich is initially preparedo input anyvalue communicableon the
channel , thenbehavdike is de®ned.

type

It is usualfor acommunicatiorchanneto beusedby at mosttwo processeatany
time: onefor inputandtheotherfor output. Howeverthisrestrictionis notenforcedn
themodernversionof CSP

Anotherimportantaspecto realprogrammindanguagess theuseof conditionals.
Let beaboolearexpressiorfeithertrueor false). Then

@ if else 9

isaprocessvhichbehavedike if thevalueof expression istrue,orlike  other
wise.

Theseextensiongreusefulfor specifying®nedetailduringthelaterstageof pro-
gramre®nementAt thedesignstagewe shalltendto stickto abstractpon-determinis-
tic de®nition®f processesThedeadlockissuewill be addressedt this point. In this
way we shall build robustprogramsfor which deadlock-freedonsannotbe compro-
misedby implementatiordecisiongnadeat a laterstage.
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1.5 DeadlockAnalysis

Terminology and Fundamental Results

The problemof the2deadlyembrace%vas®rstreportedby E. W. Dijkstrarelatingto
resourcesharing[Dijkstral963. It hasproveda populartopic of researcleversince.
Mostof theearlywork waspresentedh aninformalmannerfor instancgChandyand
Misral1979],largelyduetothelackof asuitablemathematicainodelfor concurrencyt
thetime. Butin 1985-86S.D.BrookesA.W.RoscoeandN.Dathipresentegomepow-
erfultechniquegor reasoningboutdeadlockaseduiponthesolid mathematicaoun-
dationsof CSP A majorbene®bf theirapproachs thatit reliesonly onlocal analysis
of pairsof processesandsimpletopologicalpropertiesof the networkcon®guration.
This makest suitablefor analysingnetworksof arbitrarysize. Theterminologyintro-
ducedhereis takenfrom thefollowing sources{BrookesandRosco€el985b],[Roscoe
andDathi1986],and[BrookesandRosco€l991].

We considera network , whichis a list of processes . Associated
with eachprocess isanalphabet . Thecorrespondingrocess, :
is denotedPAR( ).

We view a networkasconsistingof a staticcollectionof everlastingcomponents.
Parallelprogramslonotneedo terminatdo produceusefulresults anddeadlockanal-
ysisis simpli®edf we cancastterminationaside.Henceforthwe shallonly consider
processesvhich arenon-terminatingj.e. they neverperformthe event (although
theymay still be constructedrom sub-processeshich doterminate).

A process candeadlockaftertrace if andonly if failures . Wesay

is deadlock-feeif

traces failures

Note that this de®nitionof deadlock-freedonalso excludesany processwhich can
diverge (by axiom 7 of the failuresmodel),which seemgseasonablasdivergenceis
everybit asundesirablephenomenoasdeadlock Network is saidto bedeadlock-
freeif theproces$PAR( ) is deadlock-free.

Thefollowing lemmadescribesow individual sequentiaprocessesay be con-
structedfree of deadlock.Usedin conjunctionwith thealgebraidawsof CSR it also
enablesusto provedeadlock-freedorfor certainsmallnetworksof processeby man-
ipulationinto a sequentiaform. Unfortunatelythistechniquedoesnotscaleatall well
tolargenetworksbecauséheresultingCSPtermsusuallyincreaseén lengthin amanner
exponentiallyproportionalto the numberof processewhich constitutethe network.

Lemma 1 (Roscoe-Dathil986) Suppos¢hede®nitiorof theprocess usesonlythe
following syntax

Process SKIP

event Process
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Process Process

Process Process

Process Process
Process

name
name Process

whee 2name® denotesa processvariable,but  containsno freeprocessvariables,
is diveigence-fee,andeveryoccurrenceof SKIPin  isdirectlyor indirectlyfollowed
bya? © to preventsuccessfulermination.Then is deadlock-fee

If everycomponenprocess of a networkis deadlock-freave saythatthe net-
workis busy A networkis triple-disjointif noeventrequireghe participationof more
thantwo processes\Ve shallrestrictourattentiorto networkswhicharebothbusyand
triple disjoint. Thiswill enableusto analysenetworksfor deadlock-freedormurelyby
thelocal analysisof neighbouringpairsof processes.

We observeaheconventiorthatcommunicatiorthannelsreusedn only onedirec-
tion andbetweeronly two processesWe call thisthel/O convention.Thisguarantees
thatwhenevetwo processearereadyto communicat®n aparticularchannethenthe
communicatiorcango ahead.Sometimeswhenwe arenot concernediboutthe data
whichis communicatedt is conveniento substitutea channehamefor communica-
tion eventsn aprocesslescription Forinstanceywe mightwrite SKIPinsteadf

SKIP. Thisis knownasabstraction If we canprovefreedomfrom deadlock
for anabstractedersionof a networkthenthe propertywill alsohold for theoriginal.
A formaltreatmenof thisis givenin [Roscoel9935.

A networkstateof is de®nedisatrace of PAR( ), togethemwith asequence

of refusalsets , suchthatfor each ,

failures

We saythat a networkstateis maximalif eachof its refusalsetsis maximal,i.e.,
if isamaximalstateof thenfor eachprocess thereis nofailure

suchthat

Whenwe considerdeadlockpropertiesve ®ndthatall the relevantinformationis
carriedby the maximalnetworkstatesasthe moreeventsthatan individual process
refusesthemorelikely deadlockbecomesSofrom now on all networkstateswill be
takento be maximal,asthis simpli®egheanalysis.

Thereis a closerelationshipbetweera networkstateandthe operationabktatesof
theprocessewithin. Supposeve visualiseanetworkasa collectionof statetransition
systemst onerepresentinggachprocess.A networkstateis thenratherlike a cross-
sectionof thenetwork. Thetrace tellsuswhateachproces$hasdonesofar, andeach
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refusalset correspond$o a particularstablestateof process |, telling usexactly
whatit is refusingto do onthe nextstep.Forinstancehenetwork

VM TD
for whichthetransitionsystemsareillustratedin ®gurel.5, hasa networkstate
coin  coffee coin,coffee

which correspondso the situationwherethe teadrinker hasinserteda coin into the
vendingmachine. The vendingmachineis thenin operationaktatetea VM
coin  coffee VM, refusingeventcoffeeandpreparedo accept coin,tea . The
teadrinkeris in operationaktatetea  TD, refusing coin, coffee andpreparednly
to acceptea

Thefollowing lemmacharacterisesetworkstatesvheredeadlocks present.

Lemma 2 (Roscoe-Dathil986) PAR( ) candeadloclaftertrace if andonlyif there
is a networkstate suchthat

Thisfollows easilyfrom thede®nitionsSucha stateis calleda deadlockstate
Supposehat,in a particularstate thereis aprocess which
is readyto communicatevith | i.e.

We saythat is makingarequesto in state , whichis written

We saythatthisrequests ungrantedf also refusedo respondo 'srequesti.e.

Thisis written

Thesetof sharedeventswithin a networkis knownasits vocabulary written

Sometimegve areonly interestedn ungrantedequestfrom to  whenneither
processs ableto communicat®utsidethevocabularyof thenetwork,i.e. in addition
to theabove
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Thenwesaythat is makinganungrantedequesto  withrespecto . Wewrite

We saythat is blockedin networkstate of if

and

which meanghat is readyto engagen a communicatiorwith at leastone other
processputno procesghat wishesto communicatevith is ableto do so. Neither

nor any procesghatit wishesto communicatewith is ableto performany event
outsidethevocabularyof

Thefollowing lemmais derivedfrom the abovede®nitions:

Lemma 3 (Roscoe-Dathil986) If is a stateof a triple disjoint, busynetwork
then is a deadlockstateif, andonlyif, everyprocessn s blockedin state

Thisresultmaybeinterpretedyraphically We de®nehewait-for digraphof anet-
work stateasfollows. It is adigraphwhich hasavertexfor everyprocess , andarcs
from any blockedprocesdo eachprocesdor which it is waiting. Figure1.8 shows
examplef wait-for digraphswhich illustratelemmas3.

Figurel.8: Wait-for Digraphs

Nodeadlock and canrun) Deadlock(all processeblocked)
P P
P R R B R R
3 3

We maydeduceninterestingeatureof deadlockstates Consideadeadlockstate
of abusy triple-disjointnetwork . By lemma3thereis atleastoneungranteadequest
from everyprocesswith respecto thevocabularyof . Sostartingwith anyprocess

, we maybuild anarbitrarily long sequencef ungrantedequestasfollows:
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Asthereareonly a®nitenumberof processes, , thissequencenusteventuallyarrive
backata procesghatit hasalreadyvisited,i.e thereis a cycleof ungrantedrequests

Hencewe haveprovedthefollowing result.

Theorem 1 In anydeadlockstateof a triple disjoint, busynetworkthere is a cycleof
ungrantedrequestsvith respecto its vocabulary .

RoscoeandDathimadeuseof thisfactto establisramethodor investigatingleadlock
propertieof networkswvhichinvolvesonly localchecking.Thecrucialideabehindthis

techniquds asfollows. If afunctionis de®nean the statesof processem a network
whichis strictly decreasinglonganychainof ungrantedequeststhentherecannever
beacycleof ungrantedequestandhencenodeadlock An exampleof usingthistech-
niguewill begivenin thenextchapter

Theorem 2 (Roscoe-Dathil986) Let be a busy triple-disjointnet-
workwith vocabulary . If there existfunctions , fromthefailuresof eachprocess
to a strict partial order suchthat whenever is a stateof the
subnetwork

then isdeadlock-fee.Or if themr existsimilar functions , suchthat

thenany deadlockstate of  containsa cycle of ungranted
requests,

suchthat

Theexistenceof a cycleof ungrantedequestsloesnot alwaysmeandeadlockhas
occurred.Thecyclemightsubsequentligebrokenby theinterventiorof aprocesgrom
outsidethecycle.

Deadlock-freaetworksexistthatsometimeslevelopcyclesof ungrantedequests
andthis theoremis not suf®cientlypowerfulto provethemso. Dathi's thesiscontains
a hierarchyof strongertechniquestogethemwith a classi®catiownf differentlevelsof
deadlock-freedorwhich theymaybe usedto establisi{Dathi 1990].
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By treatingcyclesof lengthtwo asaspeciakasewe canarriveatausefulextension
to theoreml. We saythattwo processes and arein con ict with respecto in
networkstate if eachoneis trying to communicatevith the other but cannotagree
onwhich eventto perform,i.e.

A con ict is basicallyacycleof ungrantedequest®f lengthtwo. It is saidto bestrong
if oneof theprocessess ableto communicatenly with theotherprocessi.e.

We call a networkwherestrongcon ict canneveroccurstrongcon ict-free

Theorem 3 (Brookes-Roscod991) In any deadlockstateof a triple disjoint, busy
strong con ict-free networkthere is a cycle of ungrantedrequestswith respecto its
vocabularyof lengthgreaterthantwo.

Proof. Considetthewait-for digraphof a deadlockstate of suchanetwork. Starting
atanynode we canform asequencef arbitrarylength

with thepropertythat , and areall distinctfor each . Forif hasan
ungrantedequesbackto  thetwo processearein con ict andasthis cannotbea
strongcon ict mustalsohaveanungrantedequesto someotherprocesswhich
maythenbeselectedas . Thissequenceavill eventuallycrossitself whichmeans

thattheremustbe a cycle of ungrantedequest®f lengthgreaterthantwo .
Thepropertyof strongcon ict-freedommaybeestablishedby pairwiseanalysisof
processem thenetworkandin thisway maybecheckedor networksof arbitrarysize.
BrookesandRoscoaisedhisresultto developanothetechniqudor provingdead-
lock freedomby showingthata cycle of ungrantedequestannotoccur Thisrelies
ontheprocessem thenetworkobeyingaratherspecialconditionandsois somewhat
in thenatureof adesignrule.

Theorem 4 (Brookes-Roscod991) Let be a busy triple-disjoint,

strong-con ict-fieenetworksuchthatwhenevea process hasanungrantedequest
to anotherprocess then haspreviouslycommunicateavith , andhasdoneso

mote recentlythanwith anyotherprocess|t followsthat is deadlock-fee.

Proof. Consideradeadlockstate of astrong-con ict-freenetwork . By theorem3
theremustexista cycle of ungrantedequestsof lengthat leastthree,asfollows:
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Now supposéhatthe mostrecentcommunicatiorbetweerntwo consecutiveelements
of this cyclewasbetween and (whereadditionis modulo * thelengthof
thecycle). Considerthe ungrantedequestrom to . hascommunicated
with morerecentlythanit haswith . This meanghatany strong-con ict-
freenetworkwhichdeadlocksloesnotsatisfytheconditionsof thetheorem.lt follows
thata networkwhich obeysthe conditionsof thetheoremis deadlock-free.

Thisresulthasbeenusedby Roscodo developa complexandsophisticateanes-
sagerouting algorithm[Roscoel988l. A generalisatiorof the theoremis givenin
[Roscoel995].

Livelock

In highlevelconcurrenprogrammindanguagessuchasoccam, it is conventionafor
communicatiorthanneldetweenwo processet beconcealedromtheenvironment.
This canpotentiallycausea form of divegenceknownaslivelock We saythata net-
work is livelock-feeif it canneverperformanin®nitesequencef internalor hidden
actions,.e.

divegencesPAR

Roscoediscovereda usefultechnique(detailedin [Dathi 199Q) for establishinghis
importantproperty It is describederein aslightly simpli®edorm.

Theorem 5 (Roscoel982) Suppose Is a triple-disjoint networkof
non-divegentprocessesuchthatfor every in

is divelgence-fee

thenPAR Is divegence-fee

In otherwords,if no processn anetworkcaneverperformanin®nitesequencef
communicationsvith its predecessothienthe networkis livelock-free. (This canbe
provedby induction.) This theoremis foundto be usefulin manycasesalthoughit
requirescarefulorderingof the processewithin the networkto beeffective.

Network Decomposition

The communicatiorarchitectureof a triple-disjointnetworkmay be representetty a
communicatiorgraph This consistof avertexto represeneachprocessandanedge
to connecteachpair of processesvith overlappingalphabets.The nexttheoremdes-
cribeshow deadlockanalysisof a networkmay be brokendowninto theanalysisof a
collectionof smallercomponent®y theremovalof disconnectingdgegseeappendix
B) from thecommunicatiorgraph.
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Theorem 6 (Brookes-Roscoé991) Consideithecommunicatiomgraphof a network
with a setof disconnectinggdgesvhichseparateshe networkinto components

If eachpair of processefoinedby a disconnectingdgeis con ict-freewith respecto
andeachsubnetwork is deadlock-fee,thensois

A proofof thistheoremis givenin [BrookesandRoscoel991].
This resultis usefulfor the hierarchicalconstructiorof networks. It offers a safe
way of connectingsubsystemsogethemwithoutintroducinganyrisk of deadlock.

Hiding
An importantfeatureof reasoningwith CSPis the useof the concealmenbperatoy

which enableaus to hide thoseeventsthatwe are not interestedn. This cangreatly
simplify deadlockanalysisof a network.

Lemma4 If is deadlock-fee,then is deadlock-fee

Usedwith CSPlaw 1.30,thisresultenablesisto addextraexternacommunications
tothecomponenprocessesf adeadlock-fre@metwork. Deadlockireedomwill bepre-
servedaslongasthebehaviouiof eachcomponenis unchangeavhentheseeventsare
concealed.

Lemmab Suppose is a network . Let  bea network ,
suchthat
then

PAR PAR

Furthermoe,if is deadlock-feethensois
Proof.
PAR
by applicationof law 1.30
PAR

It nowfollows from lemma4 that inheritsdeadlock-freedorfrom
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Re®nement

CSPprocessearerelatedoy acompletepartialorder , whichwe describedn section
1.2. meanghateverybehavioumpatternthatis possiblefor is alsopossible
for . Wesaythat isaspeci®catiofor ,andthat isare®nemeruf

The operationof parallelcompositionwith any particularprocesss knownto be
monotoni¢i.e. orderpreservingwith respecto this partialordering(in factall CSP
operationsre). This leadsusto thefollowing observation.

Lemma6 Suppose¢hat and are networkswvhee

thenPAR PAR

In particularthis meanghatif  is deadlock-freehensois . Similarlyif is
livelock-freethensois

Thisresultmakesanimportantstatemenaboutthewayin whichwe shoulddesign
andbuild concurrensystemswhich hasalreadybeenhintedat. At thedesignstagewe
shouldspecifyeachof our componentsn asabstracta mannerasis possible.Impor-
tantpropertieof the systemasa wholewhich areshownto hold at this stage suchas
freedomfrom deadlockanddivemgencewill be preservedswe graduallyre®nesach
componeninto the®nishegroduct.



